Acronis Cyber Protect

Al-Powered Integration of Data Protection with Cybersecurity

Integrated: @ Licensing, @UI, @ Management, @Agents & Backends, @Technology

Anti-malware updates Offload and enable more aggressive scans
and patching during recovery i ~ and vulnerability assessments in backups

Auto-adjust patching, scanning
and backup to security alarms

Next-gen Continuous
Data Protection

Automatically backup endpoints
before installing any patches

Q- Automated app whitelisting
from backups

: Authentucd\ty _
Forensic backup o Data protection map
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Acronis Cyber Protect Cloud certified in VB100 tests
by getting a 100% detection rate with zero false alarms

Acronis Cyber Protect

AFC Ajax Selects Acronis Over
McAfee, Symantec And Trend Micro
For Cyber Security

-
Sooraj Shah Contributor ®
) Enterprise & Cloud
g

Windows 7 version 12.5.22410

Windows 10 version 12.5.22410 @

WildList detection 100.0% 1 0 0

False positive rate 0.000%

June 2020

virusbtn.com
Diversity Test rate 98.35%

Acronis joined the yearly certification round of Virus Bulletin VB100 tests and got a 100%
detection rate and zero false detections in the first round. The VB100 award given (if
certification passed) is a basic standard required for a security product to be recognized a:
legitimate and properly functioning anti-malware solutions. British Virus Bulletin was

launched almost two decades ago and is one of the world leaders in security software
testing.
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Acronis Cyber Protect happy customers

/
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Manchester

English Premier
League champion in
2018 and 2019; one
of the most successful
teams in England
based on trophy count
with twenty-six major
domestic and
European honours.

Acronis & ~
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Cobweb
Solutions Ltd

cobweb

Europe’s largest
Hosted Exchange
provider. The first
provider to deliver a
customer through the
Microsoft Cloud
Solution Provider
program.

Dual headquarters
in Switzerland and Singapore
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BioConnect

bioconnect

Developer of
biometric software
and hardware
designed for
identifying employees
and accessing their
time and attendance.

Professional ice
hockey team based

in Dallas. Stanley Cup
winner in 1998, one of
Top-8 teams in 2019
season

Advanced Data
Systems
Corporation

ADVANCED DATA
A SYSTEMS CORPORATION

A leading provider of
Electronic Health
Records, Practice
Management and
Radiology Information
Systems solutions,
serving over 30,000
physicians and
healthcare providers

© Acronis 2020 #CyberFit 3



Acronis Cyber Protection
All Acronis Products Combine Al-enhanced Data Protection and Security

|

Proactive Active Reactive Cyber Cyber
Protection Protection Protection Notary Privacy

Vulnerability Malware and in- Fast automated Digital identify for Architecture
assessment, patch memory defense, backup, migration, data powered by designed for
and configuration entropy analysis, disaster recovery Blockchain privacy and

management self-protection and forensics flexibility
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Sell Security? Move to Acronis Cyber Protect

Unique Capabilities: The most complete cyber protection for MSPs

Protection Security Performance

= Protection for collaboration Al-based injection detection = Antivirus scans in backups,
applications — Zoom, WebEXx, decreasing load on protected

: Entropy analysis against :
Microsoft teams Py y g device

advanced ransomware
= Reduced downtime with fail-safe
patch management

= Al-based hard-drive failure

Sl Rootkit detection by scanning cold

backup data
= Integrated protected file sync and
share solution for collaboration

= Whitelisting applications by

Aggressive heuristics enabled by scanning backups

whitelists created from backups

. = Quick assessment of a device protection status with built-in #CyberFit score
Productivity _ : _
Benefits = Data protection map to discover and protect important data

= RDP connection to corporate networks for end customers
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(2019): Recent attacks: Baltimore, Texas, Wisconsin

£

g o e = I
. Fast forward to May 21 and

B The Baltimare ransomware attack occurred on May 7,
the following city systems still remain paralyzed, according to The Wall Street Journal:

= PC and server issues: 10,000 city government computers are frozen.

* Real estate transactions: Roughly 200 to 300 closings have been delayed because
the city couldn't tell title insurers whether the seller had any unpaid liens.

= Public Health Systems: Baltimore’s health department can't access the state
netwark that helps them warn the public when bad batches of street drugs trigger
averdoses,

» City Utilities: The city's public-works department can't generate new water bills for
customers, which could mean residents will get unusually high bills once the problem

s fixed.

Baltimore is the latest U.S. city to fall prey to a virulent strain of ransomware attacks targeting the

public sector.

PerCSoft, a Wisconsin-based company that manages a remote
data backup service relied upon by hundreds of dental offices across
the country, is struggling to restore access to client systems after
falling victim to a ransomware attack: the ransomware encrypted
files for approximate 400 dental practices

Dual headquarters
in Switzerland and Singapore

Acronis & (~

Acronis technologies deal with all 3 cases
from day O, providing full protection while
the threat was not detected by a lot of
antiviruses for a very long time!

DESKTOP-32F1FaM
CAUsers\VP_Researcg\Desktop\robbinhood\sample.exe
Process certificate is not valid

Process performs mass changes of files' contents in an
unusual way

Revert using cache

CAPDFStreamDumpenys_api.ta
CAPDFStreamDumpeniTextFilters\readme. txt
CAPDFStreamDumpenibemuiencoders.txt
CAPDFStreamDumper\Readme.txt
PVt i S

On Friday August 16th, 23 local Texas government
offices were hit with a coordinated ransomware
attack.

© Acronis 2020 #CyberFit



https://www.texasstandard.org/stories/23-local-governments-in-texas-attacked-with-ransomware/

April-May 2020: Key threats detection

16N RR K

Ransomware Demand

Possible ransomware detected

» Energias de Portugal (EDP) was attacked by Acronis Active Protection paused the program that modified your
cybercriminals USing the I’ecenﬂy unveiled files. The binary format has been changed for several files
ransomware strain Ragnar Locker. EDP is a
multinational organization in the energy sector with a i E 9bdd7f965d1c67396afb0a84c78bad12118ff377dbTefdca...
presence in 19 countries, a workforce of 11,500, and Chsamples\9bdd71965d1c67...efdcada1340933120f376.exe
a customer base of more than 11 million depending
on their energy production. View 8 affected files

Trust

This program will be added to the whitelist.

Block

This program will be added to the blacklist and
affected files will be recovered.

Dual headquarters . .
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April-May 2020: Key threats detection

€ suspicious activity is detectec

VM-1-NABOO

April 2020: Digital CoronaVirus: Yet Another
Ransomware Combined with Infostealer

C\Users\-\AppData‘Local\Templxryvrz.exe

Process certificate is not valid

Binary format has been changed for several files.

= This simple CoronaVirus example shows that
cybercriminals other than those groups are trying to

Rewvert using cache

C\Program Files\7-Zip\Lang\mn.txt

maximizing their profits as well. This is not a new Ci\Program Files\7-Zip\History.txt
strategy, a few years ago we saw ransomware gggEﬁﬁg}Z? EI Ii:iESIIg;IS'E:EiE
attacks installing financial trojans and password EEEEEEE e ZIEEEEZDE{I
stealers as well. The encryption attack could be a Cprogram Fles 7 ZoNangielot
diversion, drawing attention away from the data leak, CAProgram Files\7.Zip\ Lang\co.b4

or it could be an attempt to increase the total profits.

Clear

Io MBR defence: Suspicious activity is detected and suspendec

On machina 'WM-1-MABOOD', process 'C\Jsers\-\AppDataiLocal\Temp\xrywrz.exe' is sttempting to modify the
master boot record.

VM-1-NABOO

C\Users\-\AppData‘\Local\Templxryvrz.exe

Clear

Dual headquarters q i
AC rO n I S * ~ in Switzerland and Singapore © Acronis 2020 #CyberF”



April-May 2020: Key threats detection

@ A E ] e from llicit cryptomining: cPU Metwarks
4! Acromis Active Protection

May 2020: Snake ransomware leaks patient data 6 affected files resses

from Fresenius Medical Care B

= Fresenius is a large private hospital operator in R B
Europe and its systems were compromised as R Jt's new Managed processes
part of a massive campaign from Snake e D _‘
ransomware that targeted organizations across alll [ e

verticals.

Trust

This pri be added t hit
Iﬁ Block

This program will be added to the blackiist and
@ affected files will be recovered,

Dual headquarters q i
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https://www.bleepingcomputer.com/news/security/large-scale-snake-ransomware-campaign-targets-healthcare-more/

June: Knoxville is the 51st city to be hit in 2020

= Knoxville Ransomware Attack Leads to Knoxville Ransomware Attack Leads to IT

IT Network Shutdown (Link)The city of Network Shutdown
Knoxville Tennessee fell victim to a :
ransomware attack on June 12th which
caused a large network outage including
inhibiting law Enforcement to respond to
non-life threatening incidents

= |nitial investigations point to a spear
phishing email attack that an official state
employee had opened

» The city hired consultants estimate that
the ransomware is most likely Maze,
DoppelPaymer or NetWalker all of which,
the ransomware protection in Acronis
Cyber Protect can stop

&
P The ransomware attack hit the Tennessee city of Knoxville this week,
U causing disruptions in various services.

“'\, “-‘"‘I & Dual headquarters . i
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https://threatpost.com/knoxville-ransomware-attack-leads-to-it-network-shutdown/156537/

e—— (ritical areas scan to Fileless threats

& Dual headquarters .
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It’s a worldwide problem! Everyone needs a

SO I u tl on HOW MANY ORGANIZATIONS REPORTED RANSOM
ATTACKS IN THE LAST YEAR?

88%!

Saudi Arabia m

Turkey &3

china SN
—

Spain

74% :
69% |
66% | '
66% !
61% |
58% :
57% |

|

Wil

South Africa

|
Mexico

Italy

UK

us =
Germany ==}
Canada Iﬁl
France . l
Australia

Japan @

o

54%
51%
46% |
44% |
40%

38% |
| 1 1 1 |

Percentage of security professionals at medium and large organizations who responded that they were affected ‘ .
by ransomware within a 12 month period. SafetyDetectlves

Acronis ¥ iy Ju—— 12



Acronis Cyber Protect Cloud has perfect result in
new version of RanSim

VULN N e A e, The simulator tests this workstation with
different scenarios that check if files can
0/19 scenarios be encrypted. The pie chart shows what NOT VULNERABLE

files on this machine would have been

Documents 10 encrypted in a real ransomware attack =
Pictures 351 Click here to see the test files scenarios

NOT VULNERABLE
19/19 scenarios

Vidaos 0 files to the test files folder. @
Others 42
[ Checknow_| .
All 19 tests are passed (18 in some cases)
Scenarios Export to CSV
Name tatus Description Encrypted Test Files Path

Optionally, click here to copy your own

Simply archives files using gzip algorithm. This scenario should  C:\KnowBed\RsSimulator\TestFolder

not be blocked! Vests\20-Tests This is aresult of Active Protection as well as other

fil lart f H
Encrypts files similarly to a recent version of Critroni. However, it (o yo cio e oo

relies on different processes for file enumeration, movement \Tests\19-Tests secur I ty en g i nes i n AC ron i S Cy b er P r otect CI ou d

Collaborator

and deletion.
CritroniVariant Simulates the behavior of a recent version of Critroni CA\KnowBed\RsSimulator\TestFolder
ransomware. \Tests\18-Tests
Encrypts files by injecting the encryption code into a c Bed\RsSimulator\TestFolder . .
roteniecr | R prece i e o Ve 7T Tests emulate real ransomware strains like: Gandcrab,
Encrypts files by injecting the encryption code into a legi C:\KnowBed\RsSimulator\TestFolder . . . .
ojectoe bt ocess using 2 common approach. Vests\16-Tests Pclock, Locky’ Critoni, Chimera, XM Rig, Fcrypt,
Encrypts files using strong encryption and overwrites mostof  C:\KnowBed\RsSimulator\TestFolder .
racatoehy the content of the original fles with the encrypted data. Veste\15-Tests CryptoLocker, Thor, Virlock, TeleCrypt and others.
LockyVariant Simulates the behavior of 3 recent version of Locky ransomware. \CT\E'::S?‘;“E:ZT:S""“"'°’\T"‘F°'d"
oir Encrypts files in a different folder using strong encryptionand  C:\KnowBed\RsSimulator\TestFolder

safely deletes the original files. \Tests\13-Tests

Encrypts files by injecting the encryption code into a C Bed\RsSimulator\Test . . .
process using an adhanced approach T VessiaTes Results on new version of RanSim (v. 2.1.0.3 ) released in
Simply deletes files and does not create any file. This scenario C:\KnowBed\RsSimulator\TestFolder .
should not be blocked! \Tests\11-Tests Ap rl | y 2 02 O .
Replaces the content of the original files. A real ransomware
Replacer LU would show a message that fools users into thinking they can
recover them.

Reflectivelnjector

§
g
3
£

Remover

C:\KnowBe4\RsSimulator\TestFolder
\Tests\10-Tests

‘, Dual headquarters . .
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https://www.knowbe4.com/ransomware-simulator
https://s3.amazonaws.com/ransim/downloads/ransim.zip

The first results of Acronis products in 2017

Almost all AV’s are failing if ransomware(simulator) is allowed.
Means attack though scripts of trusted application will succeed.

Ransomware Protection Test Results

The world's most famous
hacker Kevin Mitnick

Dual headquarters q i
AC ro n I S in Switzerland and Singapore © Acronis 2020 #CyberF” 14



Top result in RanSim simulator

B Windows 10 (clean) [Running] - Oracle VM VirtualBox

Acronis — 949% (15 out of 16) T

Windows Defender — 12% Qi e
y e Cancel
ESET — 0% X mw oo

Run scenarios: 3

Vulnerable:

MalwareBytes — 77% Nih

ncorrectly blocked: 0

Scenarios

Name Sta Descriptios

Simply archives files using gzip algorithm. This scenario should  CAUsers\B

not be blocked! \TestFolder\Tests\17-Tests
Encrypts files similarly to a recent versiorfll » BTN PR TSI

relies on different processes for file enu

and deletion.

Archiver

Collaborator

Simulates the behavior of 3 recent versig Possible ransomware detected
ransomware, We've detected a process that is acting suspiciously and trying

CritroniVaniant

tsechor Encrypts files by injecting the encryption|  to madify your files. This might be a ransomware attack. Do
: process using & common approach. 3
you want to block this process to protect your files?

Encrypts files using strong encryption an

EateCypiar the content of the original files with the {

1910812082.axt
C:\Users\BivensPC\AppData...ulator\TestFolder\Tests\0

LockyVariant Simulates the behavior of a recent versio

Encrypts files in 2 different folder using s
safely deletes the original files

Encrypts files by injecting the encryption| View affected files
process using an advanced approach.

Simply deletes files and does not create |
EXECUTED
[ _ should not be blocked! Block

Replaces the content of the original files:

Replacer would show a message that fools users intd ThinkNG they can

Reflectivelnjector

g Dual headquarters q
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“Impressed by Acronis” external tester

WannaCry — blocked
Facebook Locker — blocked

Sodinokibi — blocked
Nemty - blocked
Maze - blocked
MegaCortex - blocked
FTCode - blocked
Phobos - blocked
Ruyk - blocked (!

If there is any new ransomware — 99,9% chance that we detect it proactively

y'\. f(‘.
\ Dual headquarters q .
AC ro n I S * \ ~ in Switzerland and Singapore © Acronis 2020 #CyberFit 16




Acronis security industry recognition

_ I :
[] MVI member VIRUSTOTAL member | || csA | Sloud Security

Alliance member

Microsoft

m Anti-Malware Testing S e MRG-Effitas
Standard Organization Group r:emger orking participant and test
member winner

-Test participant

m AV-Comparatives
participant

Anti-Malware Test Lab - NioGuard Security
';M participant and test @Iabs ICSA Labs participant Lab participant and
ANTI-MALWARE winner ey test winner

E"‘.‘ |G ;
Acronls * ~ ,'ﬂ“glﬂﬁ;‘ﬁ,‘{g';ﬁ{j SgEaaTE Proprietary and Confidential © 2020 #CyberFit 17




How? Technology leadership is a key!

Acronis

Mathematical model based on decision tree ensemble built by
the gradient boasting technique with process malicious rating

Clean System. Infected System.

Trusted process Svchost.exe Trusted process Svchost.exe
TN R
® L i s = ®
2 o X
® - ] - Vs e
& s " @

3. best protection
from Ransomware,
as we focus on it
since 2015

Before

[ B
entropy

\ & Dual headquarters q - q .
Acronis in Switzerland and Singapore Proprietary and Confidential © 2020 #CyberFit 18




How? NoO magic, just computer science

Clean processes

e - e
a0

Module Address size |
Ado
hag] Module Address Size
sqiit) AcronisAccessCi.. 0xF70000 0x45000 al
pythg _hashiib.pyd 0x15b0000 0x45000
wowd _sdite.pyd 0x10000000 0x98000 l
wowd Python27Z.dl 012000000 0x230000 Data X
wowd WowSnin.di 0x5ch50000 0x77000 transformation a2
msvd wows4.dl 0x5chd0000 0x52000
Croyp| wowsdepu. il 0x5cc30000 0xa000 l
sspic| MSVCRSD.dI 0x73540000 0xa3000
cromd CRYPTBASE]  0x740c0000 0xa000 a3
kerny| Ssectil 0x7400000 0x12000
warth] Cfamarsz.dl 0x74120000 0x35000 l
profe| KERNELBASE.dl - 0574160000 Ox1a1000

ucrtbase di 0x744d0000 0x=0000 clean
L—{ profapi.di 0x74510000 0xfo00

Infected processes

Dual headquarters
in Switzerland and Singapore

Acronis & Ny

3. best protection
from Ransomware,
as we focus on it
since 2015

Training dataset Model: Decision Tree

ntkrnlpa.exe,ntdll.dll,KernelBase.dll,mscorlib.ni.dll, ..., clean
KernelBase.dIl kernel32.dll,kernel32.dll,ntdILdll, ..., clean
NetSetupSvc.dil,ELSCore.dIl,ELSCore.dll, ..., clean
com.docker.9pdb.exe, n/a,cryptsp.dll, ..., infected
ntkrnlpa.exe,ntdll.dll,KernelBase.dll,mscorlib.ni.dll, clean

) o

Gradient

ntkrnlpa.exe,ntdll.dll,KernelBase.dll,mscorlib.ni.dll, clean
n/a,clr.dll,clr.dll,clr.dll, combase.dll,rpcrt4.dll, ..., clean

Modle Address Size |

Acronis

haciy] Medue Address Size .

sqlite g ZbLl 0xf70000 0x46000 - / ll'

pythong Wshhyperw.di 0x15b0000 0x43000

wowg4| mswsodk.dl 0x10000000 0x38000 bo o

wows4,| DryptPrimitives,  0x1e000000 0x230000 |I

wowsdd KERNELBASE.dI  Ox5chS0000 0x77000 Data | l

Msvcry uertbase.di 0x5chdld000 0x52000 transformation (-

crypTg| combase.di 0x5cc30000 0xa000 'III

SspiCi. RPCRT4.dIl 0x73540000 Oxa3000 \ |

cfgmgr: ADVAPI32.dl 0x740d0000 Oxa000 “

wERnEL| WS2_32.dI 0x74020000 0x12000 .

werthas) sechostdl 0x74120000 0x36000

profapi| (ERNELSZDIL 074160000 0x1a1000 l
uarthase.dl 0x744d0000 0x20000 X
profapi.dl 0x74610000 0xf000 |

Boosting
Tree i

Infected!!

Stack-traces collected from
hundreds of clean and infected
systems

More than 100M events related to
data modification combined into a
training dataset

Decision made by average voting of random
trees analyzing the sequence of stack frames
and modules. Average accuracy is 99.95%,
execution time 1-2 ms.

Random tree model is trained.
Resulting model size is 15 MB,
compressed 1 MB

Proprietary and Confidential © 2020 #CyberFit 19




Systematic protection against modern techniques
2010 2014 2014 2016 2016 2016

Detection of non- Exclude know Protection for Detection in Detection of Detection by Use of Backup to
signed files legitimate system Windows only running Windows executable files checking file protect against
files system type/header Ransomware

Injects into

Malware system Attacks Uses scripts and Only body HIEEE &
: Infects before - : Encrypts
signed by stolen § processes and Mac OS X : non-malicious of the file .
. : . Windows starts : different backup
certificate acts on their and Linux executables is encrypted files

behalf

Compromised Checks for Protection Pre-Boot anti- J Both executable Entropy Acronis Active
signatures check injections in Windows, Mac ransomware and scripts measurement Protection™
system processes and Linux protection detection
(with Machine
Learning)

Acronis Acronis Acronis Acronis Acronis Acronis

( Dual headquarters . .
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Preventing False Positives

Independent test results
- VB100 =0 FPs
+ AvComparatives = 0 FPs
» AvTest =0 FPs

* ML model performance: 0.0005 false positives on 5M+ samples dataset

How we prevent false positives
 Cloud based Whitelisting services (3 party and internal)
» Corporate Whitelist from Backups
* Global Whitelist - external sources of clean software (crawling of software aggregators, crawling of app stores)
» Telemetry analysis and Cloud responses for rapid resolution
 Digital Signature analysis and discredited certificates database maintenance
 Infrastructure sandboxing to make avoid behavioral false positives

 Infrastructure for intensive testing of definitions before release

Dual headquarters q i
in Switzerland and Singapore © Acronis 2020 #CyberFit 21



Behavior Engine Rules - Trickbot

if ($cmdline =~ r/.*\\Windows\\system32\\cmd.exe \/c \"\".*\\Users\\Public\\[a-zA-78-9]{3,32}\\[a-zA-Z08-9]{3,32}\.bat\" \"/i)

{

if ($parent_cmdline == "" )

{

call(&get_process_info, query puid = $parent process uid, cmdline = &parent_cmdline);

if ($parent_is winword != 1 and
$parent_cmdline =~ r/.*\\WINWORD.EXE/i)
{

$parent_is winword := 1;

if ($starts_PS_downloader != 1 and
.event type == "si create process” and
.cmdline =~ r/powershell.*\(New\-Object Net\.WebClient\)\.DownloadFile\('[”* ]+ ,\s+ .+\..*e.*x.*e"\)/i)

{

$starts PS downloader := 1;

if ($is_alert raised dotma != 1 and
$starts PS_downloader == 1 and
$parent_is _winword == 1)

{
}

call(RaiseAlert, threat = "Downloader.TrickBot.Macro.A", rule=0);

C: Dual headquarters . .
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Behavior Engine Rules - Dridex

//Start stealing information
//Firt indicator of browser recon and stealer
if ($image filename =~ r/\\windows\\(system32|SysWOW64)\\svchost\.exe/i and
.event_type == "si create file" and
.0bject name =~ r/\\Device\\HarddiskVolume[@-9]\\Users\\.{2,32}\\AppData\\Local\\Microsoft\\Windows\\INetCache\\counters\.dat/i)

$indicator_touch 1 := 1;

//second indicator of browser information stealer
if ($image filename =~ r/\\windows\\(system32|SysWOW64)\\svchost\.exe/i and
.event_type == "si create file" and
.object _name =~ r/\\Device\\HarddiskVolume[@-9]\\Users\\.{2,32}\\AppData\\Local\\Microsoft\\Windows\\INetCookies/i) { $indicator 1
if ($image filename =~ r/\\windows\\(system32|SysWOW64)\\svchost\.exe/i and
.event_type == "si create file" and
.0bject name =~ r/\\Device\\HarddiskVolume[@-9]\\Users\\.{2,32}\\AppData\\Local\\Microsoft\\Windows\\History/i) { $indicator_ toud

if ($is_alert raised mada != 1 and $indicator touch 1 == 1 and $indicator_touch 2 == 1 and $indicator_touch 3 == 1)

{
}

call(RaiseAlertParent, threat = "Malware.Dridex.A", rule=0);

C: Dual headquarters . .
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Behavior Engine Rules — Riplace technique

rule Ransom RIPlace A

{

if ( .event_type == "si set file information” and
.target name == "" and
.object info.blob type == 16 and
.object info.blob size == 96 and
.object name =~ r/\.[a-zA-Z]{3,4}\.tmp$/i and
.object _info.blob_dump =~ r/430000005c003f003f005c00/1)
{
if ($prev_file name != .object name)
{
$prev_file name := .object name;
$replace file counter += 1;
if ($is_alert raised rara != 1 and $replace file counte
{
$is alert raised rara := 1;
call(RaiseAlert, threat="Ransom.RIPlace.A", rule=0);

https://www.nyotron.com/collateral/RIPlace-report compressed-3.pdf

C: Dual head
quarters
AC ronIS * V~ in Switzerland and Singapore
T
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https://www.nyotron.com/collateral/RIPlace-report_compressed-3.pdf

Behavior Engine Rules — Event Types

Kernel level events

Acronis

si_create_file
Si_create_named_pipe
si_set file_information
si_close _file
si_read_file
si_write_file
Si_create_key

si_set value key
Si_create_process
si_terminate_process
si_load_image
si_create_thread

Dual headquarters
in Switzerland and Singapore

Event Tracing for Windows
providers:
- &Microsoft-Windows-DNS-Client
guid : 1C95126E-7EEA-49A9-A3FE-A378B03DDB4D
- &Microsoft-Windows-Kernel-Network
guid : 7DD42A49-5329-4832-8DFD-43D979153A88
- &Microsoft-Windows-TCPIP
guid : 2FO7E2EE-15DB-40F1-90EF-9D7BA282188A
- &Microsoft-Windows-WinINet
guid : 43D1A55C-76D6-4F7E-995C-64C711E5CAFE
events:
-name :etw_tcp_send_ipv4
provider : *Microsoft-Windows-Kernel-Network

© Acronis 2020 #CyberFit



Comprehensive threat model under the hood

File’s overwrite in-
place

File rename

New file creation

Master Boot Record
overwrite

Modification via file
mapping

In-place overwrite/or
rename/or new file with
injection into known
good processes

Master Boot Record
overwriting + injection
into known good
processes

Acronis & | '

Ransomware opens and modifies data files in-place

Ransomware opens, renames and modifies data files

Ransomware creates a new file, copies original
content, modifies a new file, deletes the original file.

Ransomware opens PhysicalDrive, overwrites MBR,
the system is rebooted, HDD/MFT is encrypted on
reboot (chkdsk disguised)

Ransomware opens the file, creates file mapping,
modifies the file via mapping.

Ransomware makes the injection into a well known
good process and does malicious actions as described
above.

Ransomware makes the injection into a well known
good process, overwrites MBR, the system is
rebooted, HDD/MFT is encrypted on reboot (chkdsk
disguised)

Dual headquarters
in Switzerland and Singapore

Driver provides file access notifications to the service with
heuristics data, performs copy-on-write of suspicious activities. The
service detects the case, suspends ransomware, the driver rolls
back the file from its own cache.

The driver watches WRITE/SCSI operations to MBR via RAW FS,
notifies the service, the service verifies the process and makes the
decision.

Data heuristics and copy-on-write

The driver provides injection attempts notifications to the service
and the service instructs the driver to start watching the process
without doing copy-on-write. If suspicious patterns are noticed, a
user can be instructed to recover files from the cloud.

There are no known types of ransomware of this type so far, it can
be possible to handle this only by constructing the list of
processes, authorized to modify MBR.

© Acronis 2020 #CyberFit
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Al-based static analysis of executable files

« Create portrait of the file based on static .
characteristics | e

DOS I-?eader

« Advantages vs signature approach: DOS STUB
« Allow blocking exe-files on pre-execution stage ox0000 signature exso4s0008 =E e

0x0008 Timedatestamp Pﬂinter{m‘mﬁbh COFF

(8X3) Pointer Lo PE Heager

« Doesn’t require regular update of ML model moote | MmberorsymoTiable | — =——nl
. oxe018 Magic == == i
 Much smaller size of the model compare to AV bases o [ e sizeonninicizmmets | Som
. I Mdressn'fsrr:I]: Point HE
« Fast response time: ~30 ms e m%ﬂ:, .
« Comparable detection rate - ——
0x0048 s = Jrina2ver atomvalue _
Bx0058 SizeofImage SizeofHeaders ?Fjﬁfc

checksum igti
BX0058 . A, subsysten | Dlicharacteristics

This scanner is working on VirusTotal from 2019 e e

0x0068 SizeofHeapReserve SizeofHeapCommit
LoaderFlags s
6x0e70 = ru.hE) # NumberoTRvaAndsizes
Exm(rﬂfhle SizeofexportTable
ImportTable i
e SizeofImportTable Optional
ResourceTable SizeofResourceTable Header
(=0}
Exoept.(l.:::TahlE sizeofExceptionTable
certifi(%-‘%ﬂahle sizeofcertificateTable

seRelocationTable

= sizegfBaseRelocationTable

Debuy i
= Jl]ll Sizeofpebug
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Data entropy
analysis

LI
entropy

Statistical distribution test
Compares data distribution Before
within files to detect anomalies

Protection against injections
Detects ransomware that tries
to partially encrypt files (Cerber)
on behalf of trusted processes

“'\, “-‘"‘I & Dual headquarters . i
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Cyber protection front line: RYUK

RYUK is actively targeting public establishments and govt. organizations in United States with ransom
demand ranging into ... of dollars.

Since March, Ryuk has collected:

1. $100,000 from the public school district in Rockville Centre, New York.
2. $130,000 from LaPorte County, Indiana

3. $490,000 from Lake City, Florida

4. $600,000 from Riviera Beach, Florida

5. $400,000 from rural Jackson County, Georgia

In July 2019, Ryuk infected Massachusetts city and demanded $5.3M in ransom which went under
negotiation to pay $400K. It's only just for 4% percent of the city government’s computers (!). Servers were
recovered from backups/replacing during 2 months.

..."New Bedford’s IT staff have rebuilt the city’s server network and implemented new security tools such as
endpoint protection software”

YI“'\ ‘-"“EC:’ Dual headquarters ) X
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https://www.newsday.com/long-island/education/hackers-ramsomware-school-districts-1.35422441
https://wsbt.com/news/local/la-porte-county-pays-130000-in-bitcoin-as-ransom-to-hackers
https://www.cyberscoop.com/ransomware-lake-city-florida-payment/?__hstc=188609527.d2487b0c6f54bed547e5151d333377c9.1567868174026.1567868174026.1567873673019.2&__hssc=188609527.4.1567873673019&__hsfp=132701343
https://statescoop.com/florida-city-pays-hackers-600000-after-ransomware-attack/
https://statescoop.com/rural-jackson-county-ga-recovering-from-ransomware-attack/
https://statescoop.com/ransomware-demanded-5-3m-from-massachusetts-city-in-july-attack/

RYUK power: multi target injections!

Ransomware with MULTI TARGET injections

Injected code
Injected code

Injected code

Ransomware with SINGLE TARGET injections

Ransomware.exe

Ransomware.exe

Injected
code

1dAI0U3g

1dAI1oug

Ransomware without injections
Ransomware.exe
.
‘ Storageﬁ%

© Acronis 2020 #CyberFit 30
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Anti-Cryptojacking, August 2019

False Positive Protection Protection Protection
Product Rate Rating Rating, % Accuracy Clasd
Acronis Backup 0% 68 Q4% 95% AAA ]
Kaspersky Endpoint Security 0% 16 22% 28% Not Passed
Symantec Endpoint Protection 0% 70 97% 97% AAA
Bitdefender GravityZone Securitydr Endpoints 54 75% 77% A
ESET Endpoint Security 0% 68 94% 95% AAA
McAfee Endpoint Security 0% b3 74% 77% A
Avira Antivirus Pro - Business Editidn b6 78% 79% A
] o ‘ NioGuard S\
Avast Business Antivirus Pro Plus 0% 50 69% 72% A -
A AV
F-Secure Business Suite 0% 59 82% 85% AA e/

ANTI-CRYPTOJACKING

https://www.nioguard.com/2019/08/anti-cryptojacking-test-july-2019.html

\ G | headauar . ) . N
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https://www.nioguard.com/2019/08/anti-cryptojacking-test-july-2019.html

Unbeatable backups with security self-defense

Number of ransomware families that are trying to stop security and backup agents is growing.

Discovered in August 2019, HILDACRYPT ransomware specifically targets backup and anti-virus
solutions from vendors including Veeam, Symantec, Veritas, Carbonite, Sophos, McAfee, ESET and
others: more than 100 services are disabled, 337 file types are encrypted.

3. HILDACRYPT can easily stop Veritas and Veeam backup solutions, any kind of data restoration is
unlikely to be successful after this attack (prove link).

4. Acronis is resistant to HILDACRYPT attack thanks to most powerful in the industry Self-Defense
module.

5. It's proven by Acronis total domination in 31-simulating attacks test (prove link) with 87% vs 15%
averaging for Arcserve, Veeam and Veritas. Malware is trying to

a) delete backup files and registry records,
b) stop product’s files, processes, services;

c) inject malicious code into a backup agent and act on behalf of a backup solution gaining all
necessary privileges to control backup files.

\ ]
\ G
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https://www.acronis.com/en-us/blog/posts/popular-backup-solutions-easily-disabled-recent-hildacrypt-ransomware
https://www.acronis.com/en-us/blog/posts/independently-proven-acronis-backups-self-defense-delivers-unmatched-protection-corporate-data

Self-defense is not easy even for top vendors

Acronis unlike Symantec has a proper
implementation of ELAM driver.

Acronis created its own ELAM driver for its
cyber protection products and uses this

Symantec Endpoint Protection - Self-Defense Bypass

and Potential Usages (CVE-2019-12758) driver for the AM-PPL protection of the
Acronis Cyber Protect Cloud service.
S ymantec Endpoint Protection - Self-Defense Bypass and Potential Usages (CVE-2019- Acronis’ ELAM driver a”OWS IIStIng Of the
125 specific certificate hashes that are used to

allow or deny a dynamic library from

overmper 14 2018 loading as a PPL protected process.

Peleg Hadar

Security Researcher, SafeBreach Labs

Acronis # \im : S © Acronis 2020 33




Independent evaluation of self-defense power

i e Platform 32- The number of | The number of | Not applicable S
bit / 64-bit passed tests failed tests (N/A)
32 26 4 1 87%
Acronis Backup
b4 25 b 0 81%
32 5 24 2 17%
Arcserve
b4 4 26 POINTS o
PRODUCT (OUT OF 35) % PASSED
32 4 26
Veeam Gold
b4 4 27 Acronis True Image mﬁmh::m 29 83%
32 5 22 Gold Self-Protection Award
Veritas Backup Exec EsselIE ToDo Baclup Free - 1 28%
64 4 27 Carbonite Home e 10 26%
https://www.acronis.com/en-us/blog/posts/independently-proven- Macrium Reflect Home Edition o 10 26%
. . . Bronze Self-Protection Award
acron|s-tbac(j:k:|ps—seIf-defense-dellvers-unmatched—protectlon- N ckup PG 5 23%
corporate-data CrashPlan Free FAILED TEST 8 21%
iDrive 7 18%

https://www.acronis.com/en-us/blog/posts/popular-backup-solutions-easily-disabled-recent-hildacrypt-ransomware
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https://www.acronis.com/en-us/blog/posts/popular-backup-solutions-easily-disabled-recent-hildacrypt-ransomware
https://www.acronis.com/en-us/blog/posts/independently-proven-acronis-backups-self-defense-delivers-unmatched-protection-corporate-data

Malicious URLSs

Worldwide, over 56% of the population has access to the internet. That’s 3.2 billion people

It's estimated that up to 18.5 million websites are infected with malicious content

Hackers are incredibly clever and
they’'re even more deceptive. That's
why they design malicious websites to
look as genuine as possible.

We, as humans, make quick decisions
based on first impressions and, in this
busy digital age, this is never truer
than when online.

\ 1
Acronls "\,‘ g Dual headquarters
\ in Switzerland and Singapore

First Party
bbc.com
Image/GIF JavaScript, Data
Dependency ’ (=
Level 1 cdn.com : wnﬂgets.tnm ;
JavaScript Data
Dependency (—aEa——EDE-——1I .
Level 2 | ads.com | gstat.net
Data
Dependency
Level 3 stats.txt

Third Party Websites

Example of a dependency chain to import external resources, including ad
providers, tracking and analytics services, CDNs and potentially malicious

© Acronis 2020 #CyberFit 35


https://www.sitelock.com/download/SiteLock-Website-Security-Insider-Q4-2017.pdf

3. best protection

Acronis Malicious URLs filtering flom Ransomware,

as we focus on it
since 2015

Malicious content is blocked!

The page that you requested is blocked due to malicious content.

Threat found: MALWARE.BlockedURL
You have atternpted to access:

Blocked by
Acronis

R

URL filtering
e

Always ask user

Malicious website access Always ask user

Exclusions None

in Switzerland and Singapore
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Acronis Anti-Phishing protection

Phishing kit prices skyrocketed in 2019 by
149%

The average price for a phishing kit in 2019 was $304, up from $122 recorded in 2018.

MORE FROM CATALIN CIMPANU

Security
Microsoft: COVID-19
malware attacks were

@ n @ f v & Q ‘w,:‘m

barely a blip in total
malware volume

THE GROWTH OF PHISHING crouRlel
KIT PRICE 2018 VS 2019

Security
Zoom backtracks and
plans to offer end-to-end
encryption to all users

880§

MAXIMUM

PRICE 824 $

ol NacAdan
OVehaae Security

ERIO% AWS said it mitigated a
2.3 Thps DDoS attack,
the largest ever

MINIMUM 20$
PRICE 108

Blocked by
Acronis

Acronls * \ & Dual headquarters
~ in Switzerland and Singapore

Malicious content is blocked!

The page that you requested is blocked due to malicious content.

Threat found: PHISHING.BlockedURL

You have attempted to access:

Back

Proprietary and Confidential © 2020 #CyberFit
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Anti-phishing and Fraud Prevention

Blocking of Phishing URLs

» Intercept HTTP/HTTPs traffic on the endpoint

= NLP models and domain distance calculation (e.g. facebO0Ok.com)

» Collect phishing databases from 3 parties (APGW, Netcraft, Spamhaus, Bitdefender)

Detection of phishing emails
= Content analysis for phishing email patterns (delivery notifications, password change notifications, voicemails, etc.)
= Ability to scan ©365 and GSuite email backups

Detection of phishing websites
= Content analysis for phishing web pages (mimicking logon pages from real websites)

Mailbox anomaly detection to identify business email compromise
= Anomaly mailbox rules (e.g. forwarding)
= Sender reputation and communication patters/frequency

'.\ f =
\ it Dual headquarters q .
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Covid-19 fake news sites blocking

Fact-checking by Acronis analysts and communities

UNewsGuard How ItWorks  Resources  Licensing Partners  News Lit

acy  About  Feedback

Coronavirus Misinformation Tracking Center

As a new strain of coronavirus that causes COVID-19 spreads across the globe, so does disinformation and misinformation. Fallow the spread of this
dangerous information with NewsGuard's new Coronavirus Misinformation Tracking Center.

Listed below are all the news and information sites in the U.S., the U.K,, France, Italy, and Germany that we have identified — 146 so far — as publishing
materially false information about the virus. You'll find websites that are notorious for publishing false health content, and political sites whose embrace
of conspiracy theories extends well beyond politics. Among the hoaxes these sites publish are that swallowing bleach or colloidal silver will prevent the
coronavirus — when in fact these “treatments” can be harmful. Troublingly, you'll also see some sites that generally stick to the facts but in this case have
published unvetted, poorly sourced stories that turned out to be false.

To read our full review of each website, click on its name to see its NewsGuard Nutrition Label (some labels include highlighted sections of coronavirus-
related content). You can also see these ratings and thousands of others in our browser extension, which is free to all users during the COVID-19 crisis

Needless to say, this is a work in progress about a story that has new developments d
on a site we have not listed below, please report it here or contact us via our mis

have come across a false story about the COVID-19 virus
hotline

For more information about NewsGuard's approach to tracking coronavirus misinformation, read this piece on the topic from our lead health analyst,
listen to this story on NPR, of ch this segment with the BBC.

For reliable informatien on the COVID-19 virus, consult the websites of public health institutions such as the U.5. Ce for Disease Control and

Prevention and the World Health O

nization.

False C us
Listed By Country (in alphabetical order)

United States

f
g Dual headquarters
~ in Switzerland and Singapore

jimbakkershow.com

Untrusted URL is blocked!

Independent fact-checkers dispute the information accuracy.

You have attempted to access:

Blocked by
Acronis

© Acronis 2020 #CyberFit

39



URLs Categorization (June update)

Ability to block 40+ web categories.

Support HTTP and most HTTPs websites. Categories to filter X
New OS notlflcatlons |nf0rm | ng th at access was blocked URL filtering scans all web traffic and helps block malicious content related to the categories to which
access was prohibited. Both HTTP and HTTPS connections will be checked.
Protection plan £ Cancel Q Search
Advertising Allow @ Deny
Backup ,
Entire machine to Cloud storage, Monday ta Friday at 11:00 PM
Computer software Allow @ Deny
Antivirus & Antimalware protection > Corporate/business websites Allow @ Deny
Self-protection on, Antivirus on, Monday to Friday at 11:00 PM
Education Allow @ Deny
URL filtering -
32 denied, 13 allowed Email Allow o Deny
o g— Block Entertainment Alow @ Deny
File sharin Allow Den
Categories to filter 32 denied, 12 allowed e o id
— Finance Allow &
Exclusions e ° Acronis blocked cnn.com
Blocked: 5
Gambling Alow ©
Windows Defender Antivirus N Games Alow  ©
Full-scan, Real time protection on, Friday at 12:00 PM
~ . Allaas o
Vulnerability assessment » Denyall  Allow all | cancel m
Wicresoft products, Windews third-party products, Linux packages, Menday at. b .

\ Dual headquarters q f
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Acronis Cyber Protection Operations Center:
Daily Acronis Intelligence

Follow-the-Sun: 24 x 7 support of Acronis Partners

%- gwﬁlj‘gﬁ;ﬁéig‘ﬁ‘éfr)s) and customers with new malware, vulnerabilities
: and smart protection alerts

3. USA (8 hours) P

\\ f(‘,
\ Dual headquarters H i
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Why Acronis is an innovator in cyber protection

A lot of experience

» Best people from the industry

» Alot of cyber security experience
» Across various fields

\

Fast innovator

* Agile company structure

+ Large knowledge pool

* Fast development of innovation

AN

Interdisciplinary
« Combining the best from each world

 and security management

J
~

* Next-gen anti-malware, data protection

J

Acronis hired top talents from
various security companies

QFiResYE
ijmantec.. U McAfee
BISitel_ock.

COMODO

CYBERSECURITY

Avira

Acronis
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CPQOCs alerts on COVID-19 related malware

Don’t let malware hide behind coronavirus news

Threat feed Netwalker Ransomware Infecting Users via Coronavirus Phishing X
Q search © Remediate . .

New CoronaVirus ransomware acts as cover for Kpot infostealer X
Name Severity

]

Remediation actions

Covid-19 drug from the WHO disguised as HawkEye inf

dline Stealer distributed using Coronavirus-themed email campaign antiMalwarescan new

Remediation actions

Trickbot, Emotet malware use Coronavirus news to evade detection rungackupUnprotectsd new
antiMalwareScan new
Anew variant of Pysa ransomware is infecting French governments
Details [2 Mor runBackupUnprotected new
Netwalker Ransommware Infecting Users via Coronavirus Phishing
T T e e 0 The new Netwalker phishing campaign is using an attachment named CORONAVIRUS_COVID-19.xbs
contains an embedded Netwalker Ransomware executable and obfuscated code to extract and laun Details e

BlackNET RAT spreads using bogus Corona Antivirus application campaign the computer.

A new ransomware called CoronaVirus has been distributed through a fake web site pretending to promote

e disguised as Google Updates pushed via compromised WordPres: Type - the system optimization sof

re and utilities from WiseCleaner. With the increasing fears and anxiety of

the Coronavirus (COVID-19) outbreak, an attacker has started to build a campaign to distribute a malware
Security update available for Creative Cloud Desktop Application Category — cocktail consisting of the CoronaVirus ransomware and the Kpot infostealer trojan,
HPE Warns of New Bug That Kills SSD Drives After 40,000 Hours Severity Type -
Security flaws in Cisco, Citrix, Zoho devices targeted by APT41 Date Mar 23,2020 Category =
hackers target enterprises with weaponized USB drives via USPS Severity
Date Mar 18, 2020

f
2 Dual headquarters .
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3. best protection

Are you reading our blog’s articles? Must! onrasomvare,

as we focus on it

From deep malware research to expert opinion on incidents since 2013
Meet Buran: The New Delphi Ransomware C'r\AO?ourLai;]i(rirv?cgoci:a:)(i/ke(erriANl(t)iV\llclejlilliajl/ticr)rlrl:gtat Ransomware Attack Costs $1.5 Million
Delivered via RIG Exploit Kit b g e L in Riviera Beach, FL
= Buran is a new version of the = Cryptojacking attacks are not = Ransomware continues to be a
Vega ransomware strain (a.k.a. going away any time soon. nightmare for individuals and
Jamper, Ghost, Buhtrap) that Instead, they’re becoming more businesses worldwide.
attacked accountants from sophisticated — and more
February through April 2019. dangerous.
e Ransomware Crushes Another Taking Deep Dive into Sodinokibi
End, But The Threat of Ransomware :
: Manufacturing Industry Target Ransomware
Continues
= They say crime doesn’t pay, but = Another of the world’s major = While Sodinokibi ransomware
clearly the architects behind manufacturers was laid low has been in the news recently,
GandCrab ransomware didn’t get recently by a ransomware attack. technical details for that particular
that memo. strain have been far less visible.

\ 1C: Dual headquarters . .
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https://www.acronis.com/en-us/blog/posts/meet-buran-new-delphi-ransomware-delivered-rig-exploit-kit
https://www.acronis.com/en-us/blog/posts/modular-cryptojackers-now-deliver-illicit-cryptomining-cover-multiple-platforms-once
https://www.acronis.com/en-us/blog/posts/ransomware-attack-costs-15-million-riviera-beach-fl
https://www.acronis.com/en-us/blog/posts/cashing-crime-gandcrab-may-end-threat-ransomware-continues
https://www.acronis.com/en-us/blog/posts/ransomware-crushes-another-manufacturing-industry-target
https://www.acronis.com/en-sg/articles/sodinokibi-ransomware/

Acronis

Power of integration



4. decrease load on

Malware Scan in Centralized Locations the network from

antivirus scans
Anti-malware scanning and vulnerability assessments of backups -
provide additional security

Create scan plan X

Scan of full disk backup at centralized location to find S

. HP™ . i Managed Location — All backups # Cancel ‘
potential vulnerabilities and malware infections — ensures
a user restores malware-free backup Scan type Loca -

Agent qa-gw3t68hh

» |ncreases potential of rootkits and bootkits detections ftems to scan 2 backuy
u RestOI’e Only Clean data What to scan Only last backup ~
* Reduces loads of client endpoints Antivirus scan

Vulnerability assessment

Alldevices [EZl = @ @ | X zabbix-server.aqga

Schedule
Q & Cloud storage More ways to recover
<
Scanning options 13backups  Delete all &
Type Namy St v A
<
® Today, 05:04 AM Malware detected! ®
ru-abrauto3
[:%“ sda + vm1
2abbix-server.aga Dl
RE RUN AS VM
® e
atmsatih @

veloud-new-cc

Dual headquarters q i
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Whitelists from backups proBctve CISO:

- extract value from

Build global and local whitelists to prevent false detections backups to build
hil Ki : te h isti company-specific
wnlie making more aggressive, accurate neuristcs whitelist
Traditional global whitelisting does not support Acroms Ter ¥ s sl ol B
custom applications. 2Rl B e
ACrOniS Cyber PrOteCt Scan baCkupS With anti_ E e T:\,:orncxu MA(hmEj t:]d:il()"? j:::‘;:%!7:xldda"}u»!dL.\ch)SaO‘ul‘iﬂuB B cof
malware technologies to whitelist organizational . o ST
unique apps and avoid “false positives” in the future ——— o p—
SpeCIfIC rules Of Whitelisting are not publIC _ in PROTECTION professionalscreenrecorder.exe 7 20 Mar 2018 000c63hxjis8781028d)keB6620vej3982hemwoo B cof
autoupdater.exe 12 21 Mar 2018 néyyd883s9300t4h1412bhcw734vs20c0023md. B Cof

purpose: to prevent potential attacks on this feature

= Eliminates time-consuming manual
whitelisting of unique apps e

= Ensures greater productivity
» Improves detection rate via improved heuristics

Why? “False positives” can prevent access to data or apps. Automation saves time, improves protection

\ f(‘.
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1. unique capability

Continuous Data Protection (1/2) to sunvive a

potential attack

Safe/lnstant remediation without data loss: Close to Zero RPO without loss
Define critical apps for every device that users are working with vm-Win_2012-ABA12 X
most often .

Agent monitors every change made in list

In case of malware infection (or other loss) Total Protect 2 [Ccancel |
* Restore data from last backup Backip .
«  Apply latest collected changes to the last backup thbkp ;.m -
* No data lost. T
Where to backup i)
= Ensures users won’t lose work in progress Ll
= |IT controls what is continuously backed up — Office How long o keep

documents, financial forms, logs, graphic files, etc.

Encryption
Convert to VM Disabled

Backup options Custom

i -
\ /G Dual headquarters . -
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1. unique capability

Continuous Data Protection (2/2) to sunvive a

potential attack
without loss

~| Olfice documents
| Acrobat Distiller

| Adobe Acrobat DC

| Adobe Acrobat Reader DC

X Items to protect continuously Predefined application categories
+| Evernote
For continuous protection, choose files from the data selected for backup. The software will back up | Evernote Clipper
every change of these files. You will be able to revert these files to the latest possible point in time after +| Office documents N
the latest regular backup. | Foxit PhantomPDF
Applications Files/folders | Foxit Reader
v
v| Libreoffice Engineering A
Every file modified by the selected applications will be backed-up
| Libreoffice Base +| Autodesk Autocad
Predefined application categories
| LibreOffice Calc
v/ Office d it i i
ice documents h | LibreQffice Draw v Imaging and video ”~
| Engineering v | LibreOffice Impress +| Movie Maker
| LibreOffice Math .
| Imaging and video v v/ Paint
| LibreOffice Writer
o +| Photo Gallery
Other applications | Microsoft Access

To add more applications, specify their paths in the format "\Program Files\Office\word.exe'

| Microsoft Excel +|VLC media player

+| Microsoft OneDrive for Business
Other applications
To add more applications, specify their paths in the format "\Program Files\Office\word.exe’

| Microsoft OneNote
v| Microsoft PowerPoint

| Microsoft Publisher AC

+| Microsoft Project
| Microsoft Visio

| Microsoft Word

+| Notepad++

+| Windows Wordpad Application

f
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O-day Exploit Prevention (July update)

Anthmalware Protection 5
= Behavior Engine will be able to detect exploitation S ————
attempts in applications like MS Office, Adobe Reader, etc. | ™"
e
» Wide range of exploitation techniques: ipp
« Memory protection (e.g. Stack Pivot, Mandatory ASLR, Import \emork folder protection o
Address Table Filtering) e et o
 Return-oriented programming (ROP) protection Cyptomining process detection o
» Code injection protection (e.g. DLL Hijacking, Process Hollowing, | rea.cmeprotecion o
Reflective DLL Injection) o Quarantine
* Privilege escalation protection (e.g. Access token manipulation) N :m:d}hd:hi;dy
Exclusions None

\ |/
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Acronis Cyber Protect 2H-2020

Theme Q3-2020 Q4-2020
1 Remote worker * Run critical apps in a sandbox * Endpoint firewall
protection » Content-based Data Protection Map
* USB device control
2 Lightweight * Remote Assistance mode * Monitoring (CPU, RAM, HDD free space, etc.)
RMM » Software / Hardware inventory

* Remote process / script execution

3 Feature parity all + Anti-Malware protection for Linux * Vulnerability Assessment for Linux
OSes + Active Protection for macOS * Vulnerability Assessment for Mac
* HDD health support on Linux, Mac
4 Third-party anti-  « Uninstallation protection » Email security
viruses » Improved file-less malware protection » App black/white listing
replacement * URL filtering with categorization * Exploit prevention
* Immediate email alert on malware detection » Autonomous engine with self-learning pre-
* Exploit prevention execution analyzer

5 Existing features « Update interruption handling in patch mgmnt. < New apps support in third-party patching
improvements » Extended metrics collection by Acronis CEP

y'\ f(‘.
\ Dual headquarters . .
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Acronis

Why Acronis
Cybersecurity iIs
better than
competitors

Example of CrowdStrike

Ransomware protection
Al-based pre-execution detection
Signature-based detection
Behavior-based detection

Entropy analysis
Recovery from cached files changes
Integrated recovery from backups
Anti-tampering protection
Processes killing
Processes injections
Critical files changes
Critical registry records changes
Services stop
Uninstallation protection
Anti-phishing protection
URL filtering
Real-time protection
On-Execution
On-A S
send as mail attachment
local copy to Dropbox or a file share
remote upload to NAS and file shares
Cryptominers protection
CPU-based high usage detection
GPU-based high usage detection
Hidden windows detection
Mining pool detection

#CyberFit




(1) Weak ransomware protection
Can result in data loss in the case of ransomware or wipers
Ryuk, LockerGoga and Cerber were not prevented = Very basic behavior-based heuristics

and encrypted sensitive files with no prevention and
no option for restoring them.

= Full focus on ML detection with cloud focus

: . = New payload can bypass ML detection
No behavioral blocks for any RanSim test cases hay yp

Acronis Cyber Protect Al-based pre-execution detection
Signature-based detection
Behavior-based detection

Al-based Injection-detection
Entropy analysis

Recovery from cached files changes
Integrated recovery from backups

= Strong behavior detections against threats
= Entropy analysis combats advanced ransomware
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(1) Weak Ransomware Protection

RanSim

results — poor behavior analysis

[ Knowsed Ransim

VULNERABLE FOUND 20 VULNERABLE FILES

18/19 scenarios

@ x

The simulator tests this workstation with
different scenarios that check if files can
be encrypted. The pie chart shows what
files on this machine would have been

NOT VULNERABLE Documents 2 encrypted in a real ransomware attack.
0/19 scenarios Pictures 14 o see the test files.
. Optionally, click here to copy your own
Videos 0 X
files to the test files folder. @
Others 4

Scenarios

LockyVariant PVRTPCTIIN imites the behavior of a recent version of Locky ransomware.
Encrypts files in a different folder using strang encryption and

M 5
over safely deletes the original files.

VULNERABLE
Encrypts files by injecting the encryption code into a legitimate

Reflectivelnjector 2
process using an advanced approach.

VULNERABLE

Simply deletes files and does not create any file. This scenario

Re
emover should not be blocked!
Replaces the content of the original iles. A real ransomware
Replacer FTETSICTIN .o.id show a message that fools users inta thinking they can
recover them.
RigSimutor g Simulates a mining rig which uses the machine CPU to mine
Monero.
Attempts to encrypt files in a folder subject to controlled folder
RiPlacer access ransomware protection. This scenario requires special

settings. Check the help page for details.

Simulates the behavior of a ransomware variant that encrypts

VULNERABLE
files slowly, to avoid detection by security products.

SlowCryptor

Encrypts files and writes data into a single file, using strong

VULNERABLE

Sty encryption, then deletes the original files,

StrongCryptor PPPPPSSPRII ncrypts fles using strong encryption and safely deletes the
original files

StrongCryptorast pr— fE”n;ryms files sing strong encryption and deletes the original
Encrypts files using strong encryption and deletes the original

StrongCryptorNet [RVETEPETIIN i it aiso simulates sending the encryption key to a server

using an HTTP connection.

Copyright © KnowBed Inc. 2020

\
X, \
Y
"

Acronis

C\KnowBed\RSSimulator\TestFolder\Tests\14-
Tests

C\KnowBed\RSSimulator\TestFolder\Tests\13-
Tests
C\KnowBed\RSSimulator\TestFolder\Tests\12-
Tests
C\KnowBe4\RSSimulator\TestFoldertTests\11-
Tests

C:\KnowBe4\RSSimulator\TestFolderTests\10-
Tests
CAKnowBe4\RSSimulator\TestFolder\Tests\9-
Tests
C:\KnowBe4\RSSimulator\TestFolder\Tests\8-
Tests
C\KnowBed\RSSimulator\TestFolder\Tests\7-
Tests
C\KnowBed\RSSimulator\TestFolder\Tests\6-
Tests
C\KnowBed\RSSimulator\TestFolder\Tests\5-
Tests
C\KnowBed\RSSimulator\TestFolder\Tests\4-

Tests

C:\KnowBe4\RSSimulatorTestFoldenTests\3-
Tests

Dual headquarters
in Switzerland and Singapore

Successful execution of LockerGoga ransomware

BB selectall
elect none

Delete ~ l :: E

B
i Rename | New Properties %

folder nvert selection

Organize New Open Select

nircmd

Name Date modified Type

& X

dows Security

&

O Virus & threat protection

Protection for your device against threats.

ers  Help CrowdsStrike Falcon Sensor

ne ||

B NirCmd.chm.locked
B nircmd.exelocked
B nircmdc.

LOCKED File

e.locked

SecurityHealthSystray exe
vm3dservice exe
(&) vmtoolsd exe
3 procexpé.exe
[Biusched exe

CPU  Prvate Bytes
5.184K
1772K
6.308K
3832K
1.848K
3512K
358K
1716K
2808K
292K
4576K
1836 K
1392K
3760K
1472K

872K
4380K
1336 K
2680K
1624K
94.432K
61984 K
1.824K
1376 K
15768 K
19.652K
1.448K

Working S¢ A
17.332
6872
30,840

Current threats

@ No actions needed.

Protection settings

@ No actions needed.

Protection updates

@ No actions needed.

Windows Community videos

&

CPU Usage: 3.54%

Commit Charge: 26.63% Processes: 129 Physical U

Have a questio

© Acronis 2020 #CyberFit



(2) Insufficient Anti-Tamper Protection

Can allow attackers to disable the protection

Attacker can remove CrowdStrike registry keys = Uses an AM-PPL (ELAM) driver to self-protect
Disables all protection and monitoring = Unprotected files and registry keys
Attack third-party applications e.g. Microsoft Teams * Product can be disabled

= Terminate Process With Remote Thread
= Terminate Process With Remote Thread DIl

= Terminate Process With Section Unmap

Critical registry records changes
Services stop
Uninstallation protection

CS A
Acronis Cyber Protect Processes killing I
= Strong anti-tampering and self-protect feature Processes injections --
= Protection of third-party apps e.g. Microsoft Teams Critical files changes ]
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(2) Insufficient Anti-Tamper Protection

Critical files and registry records of Falcon are not protected

& - O @ a

falcon.crowdstrike.com/c

12 days left Trial Guide = Questions? Askus = BUY NOW

(Enabled)

Sensor Visibility _ @ Enable All

(@ Enable All

Sensor Visibility

Next-Gen Antivi te Detection: Aggressive Prevention: Moderate

Next-Gen Antivir

Next-Gen Antivir (__ @ Enable All

Enable All

Malware Protectid

Enable All
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https://vimeo.com/416124290/97858006e3

(3) Missing client-side phishing protection

Active phishing web sites are not blocked M T
- O w paypal-unusual-activites-detected-verification-pending.pypaal.com 1 b
™ x +
€ C @ falcon.crowdstrike.com/activity/detections filter =time%3A% ACtlve PhIShIng Web Slte

12 days left

Detections

’ PayPal

test@test.tid

(LA L L L]

No alerts in the

S'inscrire

CrowdsStrike fails to detect Phishing websites - https://vimeo.com/416126136/a961ce53c0

Dual headquarters q f
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https://vimeo.com/416126136/a961ce53c0

(4) Missing on-access file detection

| & . Mansge IB | Downlosdmimitatzom S| Q Foundcube webmai ¢ l+ v

(1] ch ~
- r ¥« Downl.
Documents L a (l)
& Pictures
D Music
sample
tooks
B Videos 0 Contacts v F someuser@candid.ch 4 =
@ OneDrive J Q someuser@candid.ch
I This PC o o 0 n
P 30 Objects EY rersonal Addresses
S 1 here is the tool you wanted
B Desitop
Documents
mimikatzexe Hey Attach a file
here is the tool you wanted
have fun 2 o -
uwl el B mimikatz.exe s
B Videos
L. Local Disk (C) 2
]
@ Network E I = o f 0 I
; = Malicious files can
4 |

] be sent by email

Malicious files
can be copied

mimikatz_trunk.zip finished downloading. Open Open folder View downloads

CrowdStrike fails to block sending of malicious attachment - https://vimeo.com/416126087/c168f09ecO
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https://vimeo.com/416126087/c168f09ec0

(5) Missing cryptomining protection

Monero Miner is not blocked by CrowdStrike Falcon

Windows Security

O Virus & threat protection

Protection for you'r_d’ewce against threats. 5] CAWINDOWS\system32\cmd.exe

CrowdStrike Falcon Sensor

n Sensor is turned on.
CPU  Pivate Bytes
Current threats . Lt
Registry 8.308K
@ No actions needed. System Idie Process
System
§ ' Intemupts.
[¥]smss.exe
# 1 Memory Compression
carss.exe

Protection settings

@ No actions needed.

Protection updates lservices exe
[i]Lsalso exe
@ No actions needed. [#7lsass.exe
[i)fontdrvhost exe
VERSIONS
HPAGES
cp
“I ' explorer.exe 7 * THREADS
D) SecurtyHeakthSystray.exe « SRV #1 &l »7.08.0.1
3 procexp64 exe 7 S :0.€.13 7 V
notepad exe * COMMANDS ause, resume
= [Ausched exe [ R
jucheck exe

CPU) thre

use srv 127.0.0.1 77
from 127.0.0.1:7777 dff
1/8) diff 2500
from 127.0.0.1:7777 dff
d (2/0) F 4032
S e ) 5 19:17:10] 3 pted (3/0) diff 4032
Have a question? >4 c 127.0.0.1:7777 dff

Windows Community videos

Dual headquarters . .
AC ronls * v~ in Switzerland and Singapore © Acronis 2020 #CyberF” 59
I



(6) Microsoft Teams and Zoom are not protected

Can allow attackers to steal chats, block users, prevent connectivity

Attacker can remove Teams/Zoom registry keys » Teams/Zoom are client side applications and can’t

Inject code and steal information from chats protect themself

Terminate Teams/Zoom to prevent connectivity = DNS attacks based on host file modification is possible

= Terminate Process With Remote Thread = Latest Updates are not forced
= Terminate Process With Remote Thread DIl

= Terminate Process With Section Unmap

Critical registry records changes
Services stop
Uninstallation protection

CS A
Acronis Cyber Protect Processes killing e
= Protection of third-party apps e.g. Microsoft Teams Processes injections D
= Apply the same set of defense techniques Critical files changes [ ]
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(6) Microsoft Teams is unprotected with CrowdStrike

5] Detections | Activity | Fa X = [m] X

& O @ ! tt falcon.crowdstrike.com/activity/detectior non rt t A d = L =4

12 days left Trial Guide Questions? Ask us BUY NOW

B inject_teams

111 detections f

Status Triggering file Assigned to

No grouping Sort by newest detect time
S| Unassign... New
s Unassign New

CrowdStrike fails to protect Microsoft Teams from attacks - https://vimeo.com/416124337/f090df2d17
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https://vimeo.com/416124337/f090df2d17

(6) Zoom is unprotected with CrowdStrike Falcone

¢« O @ & | hitpsy/falcon.crowdstrike.com/h I b e L e

12 days left Trial Guide = Questions? Askus = BUY NOW

N 24 hours)

2 s

Total hosts Workstations

B Administrator: Command Prompt

ee hosts See workstation

2 a

Online hosts (last hour) Offline hosts (all)

online t t See offline hosts

ed-uninstall hosts Sensors without cloud-protected uninstall

See hosts that require token for manual change See hosts on versions that don't support cloud-protected uninstall

Platform Windows Mac Linux

CrowdStrike fails to protect Zoom from attacks - https://vimeo.com/416124396/ca305c24fe
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https://vimeo.com/416124396/ca305c24fe

Customer case: CrowdStrike Falcon

. Weak ransomware protection — can lead to data loss

. Insufficient anti-tamper protection — can allow attackers to disable the protection
. Missing client-side phishing protection — exposes users to password leaks

. Missing on-access file detection — can lead to malware spreading

. Missing cryptomining protection — can degrade device performance

o 01 A WO DN PP

. Microsoft Teams and Zoom are not protected — can allow attackers to steal chats, etc

CrowdStrike Falcon provides no client-side phishing protection, as well as no email protection;
its behavior engine can'’t protect against advanced ransomware attacks and malicious
cryptomining. Anti-tamper protection is limited by processes and services only. Real-time
monitoring works only on-execution and won'’t prevent spreading malicious files via email or
shares. No restore capabilities

y'\ ."' S,
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