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PROOFPOINT IMPOSTOR EMAIL PROTECTION

PROTECTING YOUR ORGANIZATION FROM IMPOSTOR EMAIL WITH
DYNAMIC FRAUD PROTECTION

Impostor Email Is an Emerging Global Threat!

Countries affected by impostor emails

The impostor email threat (also called business email compromise, or BEC) has affected a wide swatch of businesses
around the world and doesn’t show any signs of slowing. The FBI estimates that this growing problem has already hit more
than 22,000 victims and caused more than $3.1 billion in losses around the globe.?

Impostor emails trick people into sending money—sometimes hundreds of thousands of dollars in a single wire transfer—or
sensitive corporate data. They appear to come from the CEO or other high-level executive and urge the recipient to keep the
details confidential. Eager to please the boss, the recipient complies—realizing only later that the whole thing was a scam.

HOW PROOFPOINT DYNAMICALLY ADDRESSES IMPOSTOR EMAIL

Proofpoint protects small and medium businesses against impostor email though a new dynamic impostor email classifier
for Proofpoint Essentials.

The classifier helps accurately identify and prevent impostor email threats before they affect your people, data, and brand.
[t won't encumber your staff by requiring them to maintain static lists such as users, domains, and email content. With the
dynamic classifier, you can create dynamic policies that change as quickly as threat tactics do.

1 http://fsroundtable.org/business-email-compromise-costing-its-victims-millions-simple-tips-can-help-foil-fraudsters/
2 Business E-Mail Compromise: The 3.1 Billion Dollar Scam, June 14, 2016 (https://www.ic3.gov/media/2016/160614.aspx)
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Type Inbound mail 4% ﬁ General Description

From Envelope Sender: <e990f25@rudera.co.za> Update Sender Li s
) 'From’ Header: “mika yuval" <e990f25@rudera.co.za> Update Sender Li s
Search Clear
Subject: Accept Your Payment
Actions R Timestamp: 10:38:02 EDT, Friday 01 July 2016
Message-ID: <FE3B6782B1A2DE5491CD281B0874FE3B@0BIPOV3JUOQ> .
Show 10 :
- Scan Information |
FROM ACTIONS
Virus Summary: Clean
e990f25@rudera.co.za . b
"mika yuval” <e990f25@ruder  Spam Summary: Highly Spammy 1] Vew Detalt
myk1208mk@yahoo.co.jp Spam Details: Suspected imposter email B
"1 Yuliya Yulechka i l View Detail

<myk1208mk@yahoo.co.jp> | Printthispage | Close
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Many email tools have trouble detecting and classifying impostor email. Unlike other email threats, impostor email usually
arrives in low volumes and contains no malware. That's why detecting it requires a combination of dynamic and algorithmic
approaches that incorporate the following:

Sender/recipient reputation. This means understanding the relationship between a sender and recipient. The level of
trust between the two helps gauge the likelihood that an impostor sent the message.

Domain reputation. Looking into the sender’s domain can unveil clues that the email is from an impostor. Signs may
include a domain that cannot be resolved, is newly registered, or resembles—but does not match—the recipient’s.

Algorithmic analysis. This involves analyzing hundreds of attributes and factors for every email received. This should
include email headers, reply-to addresses, and display names.

IMPOSTOR EMAIL PROTECTION AT NO ADDITIONAL COST

The impostor email classifier is an included feature of Proofpoint Essentials.

Visit www.proofpoint.com to learn more about how Proofpoint protects businesses of all sizes against impostor email.

ABOUT PROOFPOINT

Proofpoint, Inc. (NASDAQ:PFPT), a next-generation cybersecurity company, enables organizations to protect the way their people work today from advanced threats and compliance risks.

Proofpoint helps cybersecurity professionals protect their users from the advanced attacks that target them (via email, mobile apps, and social media), protect the critical information people

create, and equip their teams with the right intelligence and tools to respond quickly when things go wrong. Leading organizations of all sizes, including over 50 percent of the Fortune 100,

galy on CIj’roofpoint so\éjtiﬁns, which are built for today’s mobile and social-enabled IT environments and leverage both the power of the cloud and a big-data-driven analytics platform to com-
at modern advanced threats.
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